Wireless sensor networks (WSNs) play a pivotal role in Cyber Physical Systems (CPSs), particularly for operations such as observing the location and monitoring it. To enhance the cyber security in WSN-enabled CPSs, various researchers have proposed a various category of algorithms, inspired by biological phenomena.
Through quantitative analysis, we show that the radio resource testing method is very elective given the assumption that a malicious node cannot send on multiple channels simultaneously. We also present a quantitative evaluation for the random key pre distribution approach showing that it is robust to compromised nodes. In particular, we show that in the multi-space pair wise scheme storing more than 50 keys at each node, the attacker would have to compromise more than 50 nodes before having even a 5% chance of being able to forge new identities for the Sybil attack.
PRIVACY protection of wireless ad hoc networks is more demanding than that of wired networks due to the open nature and mobility of wireless media. In wired networks, one has to get access to wired cables so as to eavesdrop communications. In contrast, the attacker needs an appropriate transceiver to receive wireless signal without being detected. In wired networks, devices like desktops are always static and do not move from one place to another place. Hence in wired networks there is no need to protect the user's mobility behavior or movement pattern, while this sensitive information should be kept private from adversaries in wireless environments. Otherwise, an adversary is able to profile users corresponding to their behaviors, and endanger or harm users based on such information. Lastly, providing privacy protection for ad hoc networks with low-power wireless devices and low-bandwidth network connection is a very difficult task. With regard to privacy-related notions in communication networks, we follow the terminologies on anonymity, unlinkability, and unobservability. These notions are defined with regard to item of interest (IOI, including senders, receivers, messages, etc.) as follows:
• AnAnonymity is the state of being not identifiable within a set of subjects, the anonymity set.
• AnUnlinkability of two or more IOIs means these IOIs are no more or no less related from the attacker's view.
• AnUnobservability of an IOI is the state that whether it exists or not is indistinguishable to all unrelated subjects, and subjects related to this IOI are anonymous to all other related subjects.
In above definitions, the related and unrelated subjects refers to subjects involved or not involved in because it is extremely difficult to hide information on packet type and also node identity. Furthermore, a hint on using which key for decryption should be provided in each of the encrypted packet, which demands careful design to remove linkability.
Another drawback of most previous schemes is that they rely heavily on public key cryptography, and thus it incur a very high computation overhead.
Among these requirements an unobservability is the strongest one in that it implies not only anonymity but also unlinkability.
To achieve unobservability. To achieve unobservability, a routing scheme should provide unobservability for both content and the traffic pattern. Hence we further refine unobservability into two types: Node Compromise. Node compromise is easy for the adversary and highly possible in ad hoc networks, hence it is crucial for a privacy-preserving routing protocol to withstand security attacks due to node capture. In this case, the privacy information leakage is unavoidable due to secret exposure, while our routing protocol can protect user privacy against serious node compromise. Suppose a node is compromised by an attacker, then his private signing key and ID-based encryption key are disclosed to the attacker. 
DISADVANTAGES
1) It resolves the economic dispatch problem for considering complex problems to be tackled. 2) It has many complex optimization problems.
IV. PROPOSED SYSTEM OBJECTIVES:
• The main objective of this project is to strengthen cyber security in WSN-enabled CPSs.
• To overcome the high computational problem in the existing system.
• To accurately detect the cyber-attack like Denial-of-service Attacks, passive attack, active attack, Impersonation Attacks, Modification/ fabrication attacks.
• It can keep data integrity, and also reduce bandwidth and storage cost for wireless sensor networks.
MODULES INVOLVED:
The flow of the proposed system is explained.
Whenever the system starts it will form a network.
The network consist of certain number of nodes. All the nodes will be browsed. In order to search the sink node, a heuristic searching algorithm will be applied.
If the required node is present then statistical traffic analysis will be performed in it. Then the probability distribution will discover the traffic pattern.
However, if the required node is not found then no further process will be carried out and the system will terminate. Prior to sending the data packets, the source primarily examines its intra zone routing table. The routing information exist in the system, if the destination node and source node is in the same zone.
Otherwise, the source node initiates a locality request to remaining zone with the help of gateway nodes. 
NEIGHBOR DISCOVERY PHASE
This phase is neighbor discovery phase, each source node identifies its neighbor nodes through broadcasting hello packets, through this process each node detects its neighbor nodes corresponding to location and distance. Based on the neighbor discovery phase each node forms a stable path to destination.
ROUTING OVERHEAD:
The ratio of the total size of control packets 
GRAPH EXAMINATION
The performance analysis of our proposed work is examined through graphical analysis.
ADVANTAGES:
1. Scalability: Scalability of routing protocols which used in wireless sensor networks is a critical issue due to high node numbers and relatively high node density. A good routing protocol has to be scalable and adaptive to changes in the network topology. Thus protocols must perform well as the network grows larger or as workload increases. In this paper, we provide scalability to overcome this issue.
2. Security: The secured link between the sink and the sending node in the WSN is a vital factor in many applicable fields. In this, the different threats are analyzed and rectified by swarm intelligence technique which is a machine learning approach.
3. It also avoids the malicious nodes while transmission process.
V. EXPECTED OUTCOME
This project is mainly focus that to strengthen cyber security in WSN-enabled CPSs in bio-inspired methods. This will be an high computational complexity which contribute several input parameters and these can be a generic bio-inspired model that uses a machine learning-based approach.
• To overcome the high computational problem
• Accurate and faster detection of cyber-attack
• It can keep data integrity, and also can reduce bandwidth and storage cost for Swarm
Intelligence Technique.
VI. CONCLUSION
As the cyber-attacks continue to become more sophisticated and occur with greater frequency. In this work, we focused on WSN cyber security, which is an integral part of many CPSs. In reviewing various bio-inspired approaches to enhance the cyber security of CPSs, we found that there is a need to address several of the drawbacks of recently proposed bio-inspired methods. These methods suffer from high computational complexity and require users to choose various input parameters. To address these drawbacks, we proposed SIWC, a generic bioinspired model that uses a machine learning-based approach. SIWC is an NN sys-tem trained by swarm intelligence optimization to automatically determine the optimal critical parameters used to detect cyberattacks.
